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PART | — ASSESSMENT FOUNDATIONS

1. What This Guide Is

An Al system assessment is the disciplined examination of a defined Al system against defined
requirements and controls, using available evidence, to reach a bounded conclusion about what that
evidence does and does not support.

This guide teaches that discipline. It does not perform an assessment for you, and it does not represent
any assessment it helps produce as an ODA3 assessment, certification, or conformity determination.

The guide is written for practitioners who need to assess an Al system their own organization operates,
procures, or is otherwise accountable for — security architects, Al governance leads, compliance and risk
practitioners, internal assurance and audit teams, system owners preparing for external review, and
qualified assessment practitioners engaged by an organization to examine its own systems.

2. What This Guide Is Not

This guide does not describe ODA3 Institute's own assessment or certification programme. As of
publication, ODA3's live assessment authority and certification issuance are not activated. Nothing in
this guide grants, implies, or represents any assessment authority on ODA3's behalf, and completing the
methodology described here does not constitute an ODA3 assessment, certification, or independent
assurance conclusion.

This distinction matters enough to restate plainly: an organization that follows this guide has conducted
its own assessment, using a defensible method. It has not obtained an ODA3 assessment. The two are
different things, and confusing them — even informally, even in an internal summary slide —
misrepresents what occurred.

3. Why Assessment Needs a Method

An Al system assessment can fail in two different directions, and both are common.

The first failure is assertion without evidence: a system is declared secure, compliant, or well-governed
because someone with relevant authority says so, or because a policy document describes the intended
state, without anyone examining whether the intended state actually holds in the operating system. A
policy that says "access is restricted to authorized users" is not evidence that access is restricted — it is
evidence that the policy exists.

The second failure is precision without foundation: a scoring system, a percentage, or a pass/fail
threshold gets attached to an assessment, and the appearance of rigor substitutes for the substance of
it. A stated "94% compliance score" sounds more defensible than a plain description of what was and
wasn't examined — but if the underlying evidence doesn't actually support the number's precision, the
number is doing rhetorical work, not analytical work.

This guide is built to avoid both failures. It insists on evidence rather than assertion, and it insists on
bounded, evidence-supported conclusions rather than manufactured precision. Where a genuine
standard, regulation, or control baseline establishes a specific numeric requirement, that requirement is
used as stated and its source is cited. Where no such external requirement exists, this guide does not
invent one.

4. The Central Method

Every assessment described in this guide follows the same chain:

assessment question - scope — applicable requirement/control - mechanism -
evidence - provenance - verification - alternative explanation - finding - limitation -
bounded conclusion
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Each link matters, and skipping one is where assessments typically go wrong:

¢ Assessment question — what, specifically, is being asked? "Is the system secure?" is not an
assessment question; it has no defined boundary and no way to be answered with evidence. "Does
the deployed retrieval-augmented generation pipeline enforce the same document-level access
controls at retrieval time that apply to direct document access?" is an assessment question.

e Scope — which system, which version, which period, which environment does the question apply to?
A finding about a staging environment is not automatically a finding about production.

e Applicable requirement/control — what standard, policy, or control baseline makes this question
relevant? Assessing against nothing in particular produces an opinion, not a finding.

¢ Mechanism — what actually implements the control? Not the policy that describes it — the technical
or procedural mechanism that is supposed to make it true.

e Evidence — what record exists that the mechanism operated? Design documentation, configuration
state, logs, test results, and observed behavior are different kinds of evidence with different
strength.

¢ Provenance — where did the evidence come from, and can its origin be trusted? Self-reported
evidence from the system being assessed carries different weight than independently observed
evidence.

e Verification — has the evidence actually been examined, or only collected? A folder of logs that
nobody read is not verification.

¢ Alternative explanation — is there another explanation for what was observed, besides the one
that supports the desired conclusion? A control that appeared to work might have simply never been
tested by anything that would have revealed its absence.

e Finding — a specific, evidence-supported statement about what was and was not observed.

¢ Limitation — what the finding does not cover: untested paths, unavailable evidence, time-bound
observations, scope exclusions.

¢ Bounded conclusion — a conclusion that stays inside what the evidence actually supports, stated
plainly enough that a reader cannot mistake its scope for something broader.

This chain reappears throughout the guide, and every worked example follows a consistent three-part
close:

Assessment question: the specific question tested under defined conditions.

Evidence to preserve: test or observation identity and version, execution conditions, observed
results — including failures and unsuccessful attempts — limitations, and alternative explanations.

Conclusion boundary: what the result supports for the tested paths and conditions specifically,
and what it does not establish beyond that.

5. The Four Assessment Pillars

Four broad domains recur throughout an Al system assessment. They are not scored, weighted, or
combined into a single number — they are simply where the questions tend to cluster:

e Security and access control — resistance to adversarial input, unauthorized access, and
unintended lateral movement through connected systems.

e Data provenance and pipeline integrity — where data came from, whether it may lawfully be
used for its intended purpose, and whether the pipelines that move data through the system are
monitored and resistant to tampering.

¢ Model and system behavior — whether the system behaves within its intended and authorized
bounds, including how it handles inputs it was not designed for.

e Operational resilience and monitoring — whether the infrastructure supporting the system can
be observed, whether failures are detected, and whether the system can be constrained or reverted
when something goes wrong.

Parts IIl through VIII structure the guide's questions around these four pillars without ranking or
weighting them against one another. An organization's own risk context determines which pillar deserves
the most attention for a given system — this guide does not.

WHP — Adoption Guide | Version 1.0 | Published August 2026 Page 7



ODA3 Institute | How to Assess an Al System ODA3-2026-08-WHP-COM-020

6. Assurance Language: What a Finding Can and Cannot Say

Assessment findings are frequently misread — sometimes by the people who wrote them. A finding that
a control operated correctly during the period and scope examined is not the same statement as a
finding that the control will always operate correctly, or that the system is now safe in some general
sense.

This guide requires every finding to be stated at the scope the evidence actually supports:

e "The rate-limiting control was observed to function correctly for the 14-day monitoring period
examined, across the request volumes observed during that period" is a bounded, defensible finding.

e "The system is protected against denial-of-service" is not a finding — it is a conclusion the evidence
has not been shown to support, phrased as though it had been.

Practitioners preparing findings for board, executive, or regulatory audiences will feel pressure to
compress the first kind of statement into the second. This guide's position is that the compression is the
failure, not the caution.

7. Independence and Conflicts

An assessment's credibility depends partly on whether the person examining the evidence has an
interest in a particular conclusion. This guide does not mandate a specific independence model —
organizations vary in size, resources, and regulatory context, and a small organization may not have the
staff for a fully independent internal assessment function.

What this guide does require is that independence, or its absence, be stated as part of the assessment
record. A finding produced by the same team that built and operates the system being assessed is not
automatically wrong, but it is a different kind of evidence than a finding produced by a separated
internal assurance function or an external practitioner, and the assessment record should say which one
occurred.

8. Relationship to Other ODA3 Practitioner Guides

This guide is the assessor's companion to an existing pair of ODA3 practitioner guides, and it deliberately
reuses their vocabulary rather than introducing a competing one:

e COM-019 — The Al System Owner's Guide to Operational Assurance describes the system
owner's perspective: maintaining an operating basis, tracking evidence, and knowing what changed.
This guide describes the assessor's perspective on largely the same evidence — someone examining
what the system owner has maintained, rather than maintaining it themselves. Where COM-019
establishes a distinction (for example, between an evidence-source state and an implementation-
responsibility state, or between "Unknown" and "checked and not observed"), this guide uses that
same distinction rather than inventing a parallel one.

e COM-015 — Building an Al Assurance Evidence Pack owns evidence-pack preparation,
indexing, and provenance treatment in detail. This guide references that discipline where relevant
and does not duplicate it.

¢ COM-017 — Implementing GAISSF™ owns control implementation guidance. This guide assesses
against implementation; it does not re-teach how to implement a control.

An assessment conducted using this guide's method can draw on operational records a system owner
maintained per COM-019, and its output can feed into an evidence pack prepared per COM-015 — but
this guide does not require that either of those guides has been used first. It is written to be usable
standalone.

9. What "Notably Absent" Means in This Guide

Consistent with ODA3's broader publication discipline, this guide identifies what it deliberately does not
cover, rather than allowing silence to be read as completeness. The concluding Notably Absent section
states this fully; the boundary that matters most for Part | is stated here because it governs everything
that follows:
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This guide does not describe ODA3's own assessment or certification programme, does not grant or
imply assessment authority, and does not establish that completing its methodology produces an ODA3-
recognized outcome. Detailed functional-safety determination, sector-specific safety approval, and
physical return-to-service authority are also outside this guide's scope — where a system can otherwise
influence physical action, Part VIl identifies the physical consequence path and hands off detailed
treatment to PAI-SF™ and the applicable practitioner guidance, rather than attempting to make a safety
determination here.

Part | Checkpoint

Can the reader, after this Part, state in one sentence what an assessment following this guide does and
does not establish? If not, Part | has not done its job — the rest of the guide assumes this distinction is
already understood.

The checkpoint is an orientation aid, not a completion requirement or readiness gate.
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PART Il — DEFINE THE ASSESSMENT QUESTION

10. Why the Question Comes Before the System

It is tempting to begin an assessment by describing the system: what it is, what it does, how it is built.
Part lll does exactly that. But an assessment that starts with system description before the question is
defined tends to produce a survey rather than an assessment — a broad description of everything
observable, with no way to tell afterward whether anything material was actually tested.

This guide requires the assessment question to be defined first, in writing, before evidence collection
begins. The question determines scope; scope determines what evidence is relevant; and only once both
are fixed does examining the system become an assessment rather than an inventory.

11. What Makes a Question Assessable

An assessable question has four properties. A question missing any one of them needs to be narrowed
before work begins.

¢ It names a specific system, version, and period. "Is our chatbot secure?" names none of these.
"Does the customer-support chatbot deployed to production as of the current release, examined over
the most recent 30-day operating period, correctly refuse to execute account-modification actions
without a second verification step?" names all three.

¢ It names a specific claim or concern. The question should state what would make the answer
matter — a claim being tested (a policy asserts X), a concern being investigated (a stakeholder
worries about Y), or a requirement being verified (a control baseline requires Z).

¢ It has a defined evidence path. Before starting, it should be plausible to say what kind of
evidence — logs, configuration, test results, interview, documentation — could actually answer the
question. A question with no imaginable evidence path is not yet assessable; it needs to be
reformulated until it has one.

e It admits a bounded answer. The question should be answerable in a way that can be qualified —
"yes, for the tested conditions," "no, with this exception," "unknown, because evidence was
unavailable" — rather than only admitting an unqualified yes or no.

12. The Seven Elements of an Assessment Question Record

Every assessment conducted under this guide should produce a written Assessment Question Record
before evidence work begins. The record has seven elements:

1. System or service identity — the specific system, by name and identifier, that the question
concerns. Where the organization maintains a system inventory or a COM-019-style System Owner
Record, reference it directly rather than re-describing the system from scratch.

2. Claim or concern being examined — what assertion, worry, or requirement motivates the
question. This can be as simple as "a specific control in our applicable baseline requires this" or as
open as "a board member asked whether this is true."

3. Purpose of the assessment — why this question, now. Common purposes include pre-deployment
review, periodic reassessment, response to an incident or near-miss, vendor/third-party due
diligence, and preparation for an external review. The purpose affects how the findings will be used,
which affects how much rigor and independence the assessment needs.

4. Consequence if the claim is false — what happens if the system does not actually do what the
claim asserts. This is not a risk score; it is a plain description used to judge how much assessment
effort the question deserves.

5. Period and version — the specific time window and system version/configuration the assessment
covers. A finding about last quarter's model version is not automatically a finding about the version
currently deployed.

6. Environment — production, staging, a sandboxed replica, or another environment, stated explicitly.
Findings from a non-production environment carry a different evidentiary weight and should never be
silently presented as though they describe production behavior.
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7. Authority and independence — who requested the assessment, who is conducting it, and whether
the assessing party has an interest in a particular outcome (see Part I, Section 7).

13. Worked Example: From a Vague Concern to an Assessable Question

Starting concern (not yet assessable): "We're worried our Al agent might do something it shouldn't."

This concern fails all four assessability tests: no named system/version/period, no specific claim, no clear
evidence path, and no bounded answer — "does something it shouldn't" cannot be answered yes or no in
any useful way.

Narrowing pass 1: "We're worried the procurement agent might approve purchase orders it isn't
authorized to approve."

Better — now there is a specific claim (the agent should only approve orders within its authorized scope)
and a plausible evidence path (approval logs, authorization configuration). Still missing system version,
period, and environment.

Narrowing pass 2 — assessable form:

Assessment question: For the procurement agent deployed to production as of [date], examined
over the [defined period], what evidence exists that the agent's purchase-order approvals
remained within its configured authorization limits (spending threshold, vendor allowlist, approval-
chain requirements), and what evidence — if any — shows an approval outside those limits?

Evidence to preserve: approval-log entries for the period, the authorization configuration in
effect during that period (and any changes to it), any approvals flagged for manual review, and
any approvals that could not be matched to a documented authorization rule.

Conclusion boundary: a finding here supports a conclusion about approvals that occurred and
were logged during the examined period, under the authorization configuration in effect at the
time. It does not establish that the same result would hold under a different configuration, a
different time period, or for approval paths not captured by the logging mechanism examined —
those would need to be separately identified as limitations (Part IX) or additional questions.

This is the level of specificity every assessment question in this guide's method should reach before
evidence collection begins.

14. Multiple Questions, One Assessment

A single assessment engagement often needs more than one assessment question — for example, an
organization assessing a new Al system before deployment may need separate questions for data
handling, access control, output behavior, and operational monitoring. This guide does not require
collapsing multiple questions into one; it requires each question to independently meet the assessability
test in Section 11, and each to receive its own Assessment Question Record.

Resist the temptation to write one broad question and treat sub-topics as informal detail underneath it —
this is exactly how a survey masquerades as an assessment. If a sub-topic deserves its own bounded
conclusion, it deserves its own question record.

15. When the Question Changes Mid-Assessment

Assessment work sometimes reveals that the original question was based on a mistaken premise, or that
a more important question exists nearby. This is a normal and legitimate outcome — but it should be
handled explicitly, not silently.

When the question changes materially during an assessment:

e Preserve the original Assessment Question Record rather than editing it in place.

e Create a new record for the revised question, with a note explaining what prompted the change.

e [f work already done under the original question remains relevant, carry it forward explicitly with a
note on what it does and does not still support under the revised question.

This preserves the assessment's own history — a reader examining the finished work later should be
able to see the actual path the assessment took, not a retroactively tidied version of it.
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16. Resource-Planning Prompts for This Part

The following prompts support planning the resources an assessment question will require. They are
planning aids, not ODA3-supplied benchmarks — the organization supplies every value:

e Internal roles required:
e Estimated practitioner hours by phase:

e External specialist support required:

e Testing/environment resources required:
e Evidence-access dependencies:
e Legal/privacy review required:
e Expected scheduling constraints:
e Assumptions and uncertainties:

Part Il Checkpoint

Can the reader take a vague organizational concern and produce a written Assessment Question Record
meeting all seven elements in Section 127 If not, Part Il has not done its job — Parts Ill onward assume
the reader can already do this.

The checkpoint is an orientation aid, not a completion requirement or readiness gate.
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PART Ill — ESTABLISH THE SYSTEM BOUNDARY

Continuous numbering: §17-§24 following Part | §1-9 and Part Il §10-16.

17. Why the Boundary Comes After the Question

Part Il established what is being asked. Part Ill establishes what, exactly, the question applies to.
That order matters.

If the system is mapped before the assessment question is defined, the work can easily become an
inventory exercise: a broad description of components, integrations and dependencies without a clear
basis for deciding which of them matter to the examination.

If the question is defined without a system boundary, the opposite problem appears. A practitioner may
reach a finding without a stable referent for the system, configuration, authority path, provider
dependency or data flow to which that finding applies.

A system boundary is therefore not simply an architecture diagram. For COM-020, it is an assessment-
scope record: a defensible description of the components, relationships and exclusions necessary to
answer the defined assessment question.

The boundary should allow a practitioner who was not involved in the original scoping discussion to
determine:

what is inside the examined system; what is outside it; which versions and configurations matter; which
identities and authorities can materially affect the result; which provider-controlled dependencies
matter; and which consequence paths connect the Al system to business, human or physical outcomes.

The boundary does not need to describe every component in the enterprise. It needs to describe the
components material to the question.

18. What Makes an Al-System Boundary Different

Al systems often introduce or intensify boundary conditions that conventional application inventories do
not capture adequately.

The distinction is not that ordinary software lacks providers, identities, external services or data
pipelines. Rather, Al systems can make those relationships unusually consequential to system behavior.

A model can change independently of application code. A retrieval corpus can change what information
becomes available to the model without a software release. A tool definition or delegated identity can
change what an agent is capable of doing. A provider may alter model behavior while the customer's
local integration remains unchanged. A human-approval mechanism may be part of the effective
execution boundary even though it sits outside the model itself.

For assessment purposes, an Al-system boundary may therefore need to include:

models and model services;

orchestration and prompt layers;

retrieval systems and source corpora;

agents and delegated execution paths;

tools, APIs and external services;

human users and decision authorities;

workload, service and agent identities;
provider-controlled dependencies;

data entering, leaving or influencing the system;
monitoring and containment surfaces;

and, where applicable, physical consequence paths.

These are examination dimensions, not a new inventory taxonomy. The exact boundary is determined by
the assessment question established in Part Il.
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19. Identify the Components Material to the Question

The boundary record should identify the system components that could materially affect the answer to
the assessment question.

For the model and orchestration layer, record the model or model service involved, the relevant
release or provider reference where available, any fine-tuning or adaptation layer, system instructions or
orchestration logic material to the question, and the environment in which the system operates.

For retrieval-augmented systems, identify the retrieval source, index or equivalent retrieval layer,
the corpus or source collections in scope, the authorization path governing retrieval, and any material
retrieval configuration that could change the answer to the question.

For agentic systems, identify the sponsoring principal, agent identity, delegated authority, tools or
services available to the agent, approval or escalation paths, and the point at which authority is
evaluated before consequential execution.

For identity and access, identify the human, service and workload identities that can initiate, modify,
approve, constrain or observe the relevant behavior. Where a role or delegated identity is material to the
question, preserve the distinction between the identity that sponsored an action and the identity that
actually exercised authority at execution.

For providers and shared services, identify the provider-controlled or shared components that
materially influence the assessed property. A provider need not be inside the organization's
administrative control to be inside the assessment boundary.

For data flows, identify the data that materially influences the assessed property: user input, retrieved
content, contextual memory, operational state, training or fine-tuning data where relevant, and the
destinations to which outputs or actions are sent.

For monitoring and containment, identify the surfaces through which the relevant behavior can be
observed, restricted, revoked, isolated or stopped.

For physical Al, identify the path from digital decision to physical consequence where that path is
material to the assessment question.

A useful boundary record therefore answers not merely "What components exist?" but:
Which components could cause the answer to this assessment question to change?

20. Preserve Implementation Responsibility and Evidence Source Separately

COM-020 inherits an important distinction from COM-019.

Implementation responsibility asks who controls or materially operates a mechanism.
The public implementation-responsibility states used by the practitioner suite include:
Enterprise-controlled, Provider-controlled, Shared and Visibility-limited.

Evidence-source state asks what evidence the organization can actually obtain or observe about that
mechanism.

The evidence-source states are:

Customer-observed, Provider-provided, Shared-interface, Provider-only-inaccessible and Unknown.
These are different questions and must remain separate in the assessment record.

A provider-controlled mechanism may still generate strong customer-observed evidence.

An enterprise-controlled mechanism may still be poorly instrumented and supported by weak or
incomplete evidence.

A shared mechanism may produce evidence through a shared interface.

A visibility-limited implementation may leave the organization with provider representations but no
independently observable operating evidence.

The assessment boundary should therefore record both dimensions where material:
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Implementation responsibility: Who operates or controls this mechanism?

Evidence-source state: What evidence about that mechanism is actually available to the
organization?

Do not infer evidence sufficiency from implementation responsibility alone.

Part VI examines the evidence basis in detail. Part lll only establishes where the relevant evidence is
likely to originate and where visibility limitations already exist.

21. Shared Components and Multi-System Boundaries

A single Al system rarely exists in isolation.

Several systems may use the same model provider, identity platform, retrieval service, tool server,
policy-enforcement mechanism or monitoring infrastructure. Those shared dependencies can create
concentration risk and can also make one item of evidence relevant to more than one assessment
question.

That does not mean a finding can automatically be inherited from one system to another.

When a shared component is material to multiple systems, the boundary record should identify the
shared dependency and document the basis for any later evidence reuse.

Before carrying evidence or a finding across systems, consider whether the following are materially
equivalent:

the component version; configuration; integration path; authority context; data context; operating
period; monitoring path; and the specific property being examined.

If those conditions differ, evidence from one system may provide useful context without supporting the
same conclusion for the other.

The correct rule is therefore:
Shared component does not mean shared conclusion.

Evidence may be reusable. Findings remain bounded to the system, conditions and question they
actually support.

22. Worked Example — Establishing a Boundary

The following example is fictional and exists only to demonstrate the method. Names, identifiers and
configurations are illustrative; they are not ODA3 benchmarks or representations of any real provider
deployment.

A fictional organization operates Support Assistant A, which answers internal support questions using
retrieval from an enterprise knowledge repository.

The assessment question is:

Assessment question: For Support Assistant A in the defined production configuration and
operating period, what evidence supports the claim that retrieval-time authorization prevents a
user from receiving content they would not be permitted to access directly?

The boundary material to that question includes:

Application/orchestration layer: the deployed assistant configuration and the orchestration path that
converts a user request into a retrieval request.

Model service: the model service used to generate the final response. The internal operation of the
model provider is not itself the property being examined, but the provider interaction remains inside the
dependency boundary because model-service behavior forms part of the response path.

Retrieval layer: the retrieval index, source collections, document-permission metadata and retrieval
authorization mechanism.

Identity layer: the authenticated user identity, the application/service identity used for retrieval, and
any role or delegated permission that can modify retrieval scope.
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Data flow: user request — identity context - retrieval request — authorization decision - retrieved
content -» model context = generated response.

Monitoring path: retrieval logs, authorization-decision records and response records relevant to the
defined period.

Out of scope: model training data, unrelated user roles, administrative interfaces not involved in the
tested path, and provider internal controls that do not materially determine retrieval authorization for
this question.

Implementation-responsibility states: retrieval configuration may be enterprise-controlled; the
model service may be provider-controlled; the end-to-end interaction may include shared
responsibilities.

Evidence-source states: authorization logs may be customer-observed; provider service
characteristics may be provider-provided; some provider-internal evidence may be inaccessible.

Evidence to preserve: the approved boundary record and version; relevant configuration state;
identity and role definitions; retrieval authorization configuration; source and index references;
logs or observation records for the assessed period; provider representations relied upon; known
inaccessible evidence; explicit exclusions; and any boundary changes discovered during
examination.

Conclusion boundary: the boundary establishes which components and execution paths are
included in the examination of retrieval-time authorization. It does not establish that authorization
operated effectively, that provider controls are sufficient, that other user roles behave identically,
or that the system is secure generally. Those conclusions require the evidence and verification
steps developed in later Parts.

The purpose of the boundary record is therefore not to prove the control.
It is to define where proof would have to come from.

23. Physical Consequence Paths

Where an Al system can initiate, modify, authorize, inhibit or materially influence physical action, the
system boundary must include the physical consequence path relevant to the assessment question.
A useful representation may include:

environment - sensing - data interpretation - inference or planning - authority decision -
command - actuator or physical process - safety control - human intervention - physical
outcome

Not every physical-Al system will use this exact chain. The boundary record should reflect the actual
architecture.

The practitioner should identify:

the physical action the Al can influence; the digital and physical components between inference and
consequence; the authority required before action occurs; independent safety or containment
mechanisms; human intervention points; and the evidence available across the digital and physical
portions of the path.

COM-020 includes examination of this consequence path and the evidence relevant to the assessment
question.

It does not make a functional-safety determination, grant sector-specific safety approval, or authorize
physical return to service.

PAI-SF™ and the applicable practitioner guidance should be used for detailed physical-Al security
architecture and control implementation. Functional-safety determination and return-to-service authority
remain with the applicable safety regime and authorized decision authority.

This distinction should be preserved explicitly in every physical-Al assessment record.
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24. Practitioner Field — System Boundary Record

Use one boundary record for an assessment question or for a group of questions only where the same
boundary genuinely applies.

Assessment Question Reference:

System / service:

Version / release / configuration reference:
Environment:

Operating period: _

Components material to the question:
Model / model-service layer:
Orchestration / system-instruction layer:
Agent layer, if applicable:

RAG / retrieval layer, if applicable:
Tools / external services:

Human roles and decision authorities:
Human/service/workload identities:

Data entering or influencing the assessed behavior:
Output/action destinations:

Monitoring / telemetry surfaces:
Containment / revocation surfaces:
Provider / third-party dependencies:
Physical consequence path, if applicable:
Explicitly out of scope:

For each material shared/provider component:

Implementation responsibility: Enterprise-controlled / Provider-controlled / Shared / Visibility-limited /
other identified organizational state:

Evidence-source state: Customer-observed / Provider-provided / Shared-interface / Provider-only-
inaccessible / Unknown:

Known boundary uncertainty:

Boundary version / date:

Boundary change since question definition:
Resource-planning prompts may also be recorded for practitioner use:
Internal roles required for boundary mapping:
External specialist/provider participation required:
Estimated practitioner effort:

Evidence-access dependencies:

Technical environment/access required:
Scheduling constraints:

Assumptions and uncertainties:

These fields are practitioner-supplied planning information. They are not ODA3 staffing, cost, duration or
effort benchmarks.
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Part Il Checkpoint

Can a practitioner who did not participate in the scoping discussion identify:

what system is being examined; which components can materially affect the assessment question; which
versions, identities and provider dependencies matter; which evidence boundaries already exist; which
physical consequence paths matter; and what is explicitly excluded?

If not, the assessment boundary is not yet sufficiently defined.

The checkpoint is an orientation aid, not a readiness gate, assessment state or certification prerequisite.
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PART IV — DETERMINE APPLICABILITY

Continuous numbering: §25-§33 following Part Ill §17-§24 + §21.1

25. Why Applicability Must Follow the Boundary

Part Il defined the question. Part lll defined the system boundary material to that question. Part IV
determines which requirements, controls, and regulatory contexts are potentially applicable to that
specific system, within that specific boundary, to answer that specific question.

Applicability is not a blanket statement that "System X is subject to Regulation Y." It is a precise mapping
exercise. A single Al system may contain components, data flows and authority paths for which different
criteria may be relevant. Applicability can therefore differ across the defined system boundary and
across assessment questions.

Determining applicability early prevents two common assessment failures:

8. Over-scoping: Including criteria that do not bear on the defined question or boundary, increasing
examination effort and obscuring material issues.

9. Under-scoping: Failing to identify a specific requirement or control that applies to a narrow but
critical data flow, identity path, or decision path within the broader system.

The output of this Part is not a legal determination of conformity or a finding about effectiveness. It is a
documented, defensible record of which criteria the examination will consider, the authoritative basis for
including or not including them, candidate system elements to examine, and explicit exclusions,
dependencies, uncertainties and provenance.

26. What "Applicability" Means for an Al Assessment

A defensible finding requires an identified criterion against which the evidence can be evaluated. That
criterion may come from a control framework, internal requirement, contract, law or regulation, system
specification, or another explicitly identified source.

For COM-020, applicability means:

e which criteria are potentially relevant to the frozen assessment question and boundary;

e the authoritative source for each criterion and the applicability rationale;

e which candidate system elements (from the Part lll boundary record) appear relevant to each
criterion;

e what has been explicitly determined not applicable, with stated basis;

e what remains unresolved and why;

¢ and where dependencies, shared responsibility, or interpretation uncertainty affect applicability.

Applicability is therefore a scoping artifact, not an early assessment engine. It establishes what will be
examined in later Parts, not whether controls operate effectively or whether legal conformity exists.

The clean methodological boundary for this Part is:

Part IV identifies the criteria potentially applicable to the frozen question and
boundary, records the authoritative basis and applicability rationale, identifies
candidate system elements to examine, and preserves exclusions, dependencies,
uncertainty and provenance. It does not determine control effectiveness, evidence
sufficiency, legal conformity, or a finding state.

27. Identifying the Applicable Control Baseline

An assessment question should be evaluated against explicitly identified criteria. Without an identified
criterion, the examination lacks a stable referent.

The applicable baseline may come from one or more of the following sources:
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¢ Internal organizational policy or standard: for example, an internal access-control policy
requiring retrieval-time authorization equivalent to direct-access authorization.

¢ Control framework: for example, [applicable GAISSF™ control reference] where the framework is in
use, or another framework the organization has adopted. Where GAISSF™ is referenced, use a
verified GAISSF™ v1.0 reference checked against the published framework, or a deliberately generic
placeholder such as [applicable GAISSF™ control reference] until the source is verified. Do not present
unverified or invented control identifiers as factual GAISSF™ content.

¢ Contractual obligation: for example, a service-level or data-processing requirement.

¢ Regulatory or legal requirement used as applicability input: for example, a data-protection or
Al-governance obligation cited as input to examination design (see §30).

Applicability rule: The applicability record must cite the source of each criterion, the jurisdiction,
version or effective date where material, and the applicability basis. If a control is derived from a
framework, record its identifier and stated intent as published, not as reinterpreted. The examination in
later Parts tests the candidate mechanism against the criterion's intent under defined conditions; Part IV
does not test effectiveness.

28. Mapping Requirements to Candidate System Elements

A control baseline states what must be achieved. The system boundary (Part Ill) identifies what exists.
This section bridges the two by identifying the candidate mechanism or system element to which the
requirement appears relevant.

For each potentially applicable criterion, the applicability record should identify:

10. The criterion: what the baseline requires, as stated in its authoritative source.

11. Candidate system element(s): the specific element(s) from the Part Ill boundary record that
appear relevant to the criterion — for example, a retrieval authorization mechanism, an identity
provider assertion path, or a monitoring surface. This is a scoping identification, not a determination
of how the mechanism is intended to satisfy the requirement.

If an applicable requirement has no identified corresponding mechanism at this stage, record
"mechanism not identified at applicability stage" and carry that condition forward for examination.
Do not convert the absence of an identified mechanism into a finding at this stage. Part V examines the
intended control mechanism, including intended outcome, implementation mechanism, ownership,
operating boundary and failure conditions; Parts VI and VIl establish and verify the evidence basis; Part X
governs finding formation.

Part IV therefore identifies where to look, not whether the control works.

29. Exclusions, Dependencies and Applicability Dispositions

Not every criterion in a broad framework or regulation applies to every system or every assessment
question. A well-documented applicability disposition is a sign of rigorous scoping, not assessment
avoidance.

Use neutral applicability dispositions rather than categorical permissions:

¢ Applicable: criterion is potentially relevant to the frozen question and boundary, basis stated.

¢ Not applicable with stated basis: criterion does not apply to this question/boundary, basis and
authoritative support stated.

e Addressed under another assessment question: criterion is material but examined under a
separate question record (reference that question).

e Applicability unresolved: applicability cannot yet be determined due to missing information,
unresolved interpretation, or dependency on further boundary or legal analysis — record what is
needed to resolve it.

Critical constraint:

An exclusion records a scoped applicability position and its basis. It does not establish that a legal,
regulatory, contractual or framework obligation is inapplicable unless the authority governing that
obligation supports that conclusion.
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Dependencies: If a candidate mechanism's operation depends on an external system (for example, an
identity provider, a cloud IAM service, a provider-controlled model service), record that dependency, its
implementation-responsibility state and evidence-source state from Part lll, and whether the dependency
is assumed as a precondition or is itself within examination scope for this question.

Difficulty obtaining evidence, provider control, and resource constraints are not themselves bases for
declaring a requirement inapplicable. Record the constraint and carry it into the evidence and
verification stages. Its eventual effect on a finding depends on what evidence is available and what the
examination establishes.

29.1 When Applicability Changes During Examination

Applicability mapping can change as examination proceeds. A previously unconsidered requirement may
become material; an exclusion may no longer be supportable; a regulatory interpretation may be
clarified; or a newly discovered boundary element may introduce additional applicable criteria.

When applicability changes materially:

e preserve the prior applicability record rather than overwriting it;

e issue a revised applicability version identifying what changed, why, and the source or authority for
the change;

e identify which controls or assessment questions are affected and which evidence is affected;

e determine whether the system boundary or assessment question must be revised under §15 or
§21.1; and

e record any unresolved interpretation that remains.

A later applicability determination does not retroactively change the requirements against which earlier
examination work was performed. Any conclusion must remain bounded to the criteria, scope and
evidence actually examined at the time.

30. Regulatory Context as Applicability Input, Not Determination

Al systems often operate in regulated environments. COM-020 is a methodology guide, not a legal
advisory service.

Where legal or regulatory requirements are used as applicability inputs, record:

e the authoritative source, jurisdiction, version or effective date where material;
e the specific requirement as published, not as reinterpreted;

e the person or function responsible for the applicability determination;

e and any unresolved interpretation or dependency on further legal analysis.

COM-020 does not independently determine legal applicability. Regulatory classification and conformity
determination are legal and governance functions. The assessment provides evidence of how specific
mechanisms operate; legal counsel and governance bodies use that evidence, alongside broader
organizational context, to make conformity determinations.

The governing rule is:

Where legal or regulatory requirements are used as applicability inputs, record the authoritative
source, jurisdiction, version or effective date where material, the person or function responsible for
the applicability determination, and any unresolved interpretation. COM-020 does not
independently determine legal applicability.

The separation to preserve is:

legal/regulatory applicability determination » examination input - mechanism/evidence
examination

rather than:
COM-020 methodology - legal classification.

Any worked example referencing regulation must include the disclaimer that the examination tests
mechanism operation against stated requirements and does not constitute a legal determination of
conformity.
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31. Shared Responsibility and Applicability

Shared responsibility affects how an applicable criterion is allocated across the system boundary; it does
not by itself determine whether the criterion is applicable. A criterion may remain applicable even where
the relevant mechanisms are enterprise-controlled, provider-controlled, shared or visibility-limited. The
applicability record should therefore preserve the applicability determination separately from
implementation responsibility and evidence-source state.

For each potentially applicable criterion that involves shared or provider-controlled components, the
applicability record should preserve:

¢ Applicability determination: Applicable / Not applicable with stated basis / Addressed under
another assessment question / Applicability unresolved, with the authoritative basis recorded
separately from responsibility allocation.

¢ Implementation responsibility per candidate element: enterprise-controlled / provider-
controlled / shared / visibility-limited (from Part Ill).

e Evidence-source state per candidate element: customer-observed / provider-provided / shared-
interface / provider-only-inaccessible / unknown (from Part Ill).

¢ Responsibility implication: which candidate system elements and responsible parties are relevant
to examination of the applicable criterion, and where responsibility, visibility or interpretation
remains unresolved.

The locked distinction is:
criterion applicability # implementation responsibility # evidence-source state

Shared responsibility does not by itself make a criterion inapplicable, nor does it convert a provider-
controlled element into an automatic exclusion. It informs responsibility allocation, the candidate
elements that may require examination, and the evidence paths that may be available.

32. Worked Example — Determining Applicability (lllustrative)

lllustrative fictional system — system names, internal-policy identifiers, record identifiers and
configurations below are invented solely to demonstrate the method. GAISSF™ is a real ODA3
framework; any GAISSF control reference shown as a placeholder must be replaced with a verified
reference from the published framework before release. Nothing in this example is legal advice or
an ODA3 assessment outcome.

Assessment question (from Part Il): For Support Assistant A in the defined production configuration
and operating period, what evidence supports the claim that retrieval-time authorization prevents a user
from receiving content they would not be permitted to access directly?

System boundary reference: Part Ill boundary record — Support Assistant A, retrieval index
[knowledge-index-07], support-agent role, defined period.

Applicable criteria (illustrative):

12. Internal policy [SEC-POL-014 §4.2]: "All retrieval systems must enforce document-level access
controls at the point of retrieval, equivalent to direct document access." Source: internal policy
library, version [X], owner [policy owner role].

13. Control framework criterion: [applicable GAISSF™ control reference — for example, access-
enforcement criterion as published in GAISSF™ v1.0]. Source: GAISSF™ v1.0, [control identifier
verified against published framework or placeholder pending verification].

Candidate system elements (from Part lll): retrieval APl gateway, document-level ACL enforcement
mechanism in retrieval path, identity context propagation from identity provider, retrieval authorization
decision records.

Applicability disposition:

e Internal policy [SEC-POL-014 §4.2] — Applicable. Basis: retrieval path handles documents subject to
document-level ACLs; assessment question directly concerns retrieval-time enforcement.

e [Applicable GAISSF™ control reference] — Applicability disposition to be completed after the
verified control text and intent are inserted.
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e Training-data provenance criteria — Addressed under another assessment question.
Reference: separate question record for training-data provenance. Basis: this question is scoped to
runtime retrieval authorization.

e Human-oversight criteria — Not applicable with stated basis / Applicability unresolved
depending on organizational framework interpretation. Basis: human oversight may apply at
downstream decision layer; requires clarification from governance function responsible for
applicability determination. Recorded as unresolved pending that input.

Mechanism identification at applicability stage:

e For retrieval-time ACL enforcement: candidate mechanism identified — retrieval APl gateway ACL
enforcement.

e For any criterion where no corresponding mechanism was identified in the current boundary:
"mechanism not identified at applicability stage" — carried forward to Part V for examination
of intended mechanism.

Dependencies: relies on identity provider to correctly assert support-agent role; evidence-source state:
provider-provided assertion with customer-observed logs; implementation responsibility: shared (IdP
provider-controlled, application enforcement enterprise-controlled).

Exclusion basis (example): Any criterion determined not applicable records the authority supporting
that position, not merely practitioner judgment.

Assessment question: For Support Assistant A in the defined production configuration and
operating period, what evidence supports the claim that retrieval-time authorization prevents a
user from receiving content they would not be permitted to access directly?

Evidence to preserve: applicability record version and date; authoritative sources cited with
jurisdiction/version/effective date where material; applicability rationale for each criterion;
candidate system elements identified from Part Ill; exclusions with stated basis and authority;
dependencies with implementation-responsibility and evidence-source states; unresolved
interpretations; prior applicability versions; boundary and question references; known inaccessible
evidence about applicability.

Conclusion boundary: This applicability record identifies the criteria potentially applicable to the
frozen question and boundary, records authoritative basis and applicability rationale, identifies
candidate system elements to examine, and preserves exclusions, dependencies, uncertainty and
provenance. It does not determine control effectiveness, evidence sufficiency, legal conformity, or
a finding state. Those determinations belong to later Parts and to the governance and legal
functions responsible for conformity.

33. Practitioner Field — Applicability Record Template (Blank)

Use one record per assessment question, or per group of questions only where the same criteria
genuinely apply.

Assessment Question Reference:

System Boundary Reference:

Applicability Record Version / Date: _

Applicable criteria:

e Source (internal policy / framework / contract / regulation as applicability input):

e Specific criterion identifier / requirement text as published:

e Authoritative source reference, jurisdiction, version/effective date where material:

e Person/function responsible for applicability determination:

¢ Applicability disposition: Applicable / Not applicable with stated basis / Addressed under another
assessment question / Applicability unresolved:

e Basis for disposition and authority supporting it:

e Candidate system element(s) from Part Ill boundary: (or "mechanism not identified at
applicability stage")

¢ Implementation responsibility per candidate element: Enterprise-controlled / Provider-controlled /
Shared / Visibility-limited:
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e Evidence-source state per candidate element: Customer-observed / Provider-provided / Shared-
interface / Provider-only-inaccessible / Unknown:

e Dependencies and assumptions:

e Unresolved interpretation or information needed to resolve applicability:

Exclusions / Not applicable:

e  Criterion excluded:
e Stated basis and authority:
e Reference to separate assessment question if applicable:

Regulatory context as input:

e Regulatory requirement cited as applicability input:

e Source, jurisdiction, version/effective date:

e Person/function responsible for legal applicability determination:

e Disclaimer: This record maps technical mechanisms to regulatory requirements for examination
purposes. It does not constitute a legal determination of compliance or conformity.

Prior applicability record version / reference:

Material change in applicability discovered during examination and effect on existing
evidence:

Boundary or question revision required under §15 or §21.1:  (yes/no, reference)
Resource-planning prompts (practitioner-supplied per Mandate §4.4):

Internal roles required for applicability mapping:

External specialist/legal/governance participation required:

Estimated practitioner effort:

Evidence-access dependencies (e.g., policy library, framework source, regulatory text):
Technical environment/access required:

Scheduling constraints:

Assumptions and uncertainties:

These fields are practitioner-supplied planning information. They are not ODA3 staffing, cost, duration or
effort benchmarks.

Part IV Checkpoint

Can a third party read this applicability record and understand exactly which criteria are potentially
applicable to the frozen question and boundary, the authoritative basis for each inclusion or exclusion,
which candidate system elements are to be examined, which dependencies and uncertainties remain,
and that this is a scoping artifact — not a determination of effectiveness, evidence sufficiency, legal
conformity, or a finding state?

If not, the applicability mapping is not yet sufficiently defined.
The checkpoint is an orientation aid, not a readiness gate, assessment state or certification prerequisite.
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PART V — UNDERSTAND THE CONTROL

frozen, and the publication-boundary test. Continuous numbering: §34-842 following Part IV §25-§33 +
§29.1.*

34. Why Understanding the Control Comes After Applicability

Part Il defined the assessment question. Part Il defined the system boundary. Part IV identified which
criteria are potentially applicable and which candidate system elements appear relevant to each
criterion.

Part V now examines the represented intended control model for each candidate system element —
the intended outcome, represented mechanism, ownership and responsibility, intended operating
boundary, dependencies, and hypothesized failure conditions.

This order matters because Part V must not pre-decide what Part IV has not yet established. If Part V
begins by documenting how a mechanism operates before Part IV has identified whether the criterion
even applies, the examination has already jumped ahead of its own scoping.

Part V establishes the represented intended state of the control. It does not establish whether the
control actually operates that way.

Part VI builds the evidence basis by identifying, collecting or preserving relevant evidence and its
provenance; Part VIl verifies relevant propositions against that evidence; Part X governs finding
formation. Part V does not perform any of those later functions.

The clean methodological boundary for this Part is:

Part V documents the represented intended control model for each candidate system element identified
in Part IV: intended outcome, represented mechanism, ownership and responsibility, intended operating
boundary, dependencies, and hypothesized failure conditions.

It also preserves the provenance and limitations of that representation. It does not establish that the
mechanism exists or is configured as represented, collect evidence of actual operation, determine
evidence sufficiency, verify whether the mechanism works, establish that a failure occurred, or produce
a finding state. Those determinations belong to later Parts.

35. What "Understanding the Control" Means

For each candidate system element identified in Part IV, Part V documents six dimensions of the
represented intended control model:

14. Intended outcome: What the control is supposed to achieve, stated in terms that can later be
examined.

15. Represented mechanism: How available design, configuration, procedural, provider, or owner
representations say the candidate system element is intended to implement the criterion.

16. Ownership and responsibility: Which roles or parties are represented as operating, maintaining,
governing, or being accountable for the mechanism.

17. Intended operating boundary: The conditions and scope within which the mechanism is represented
or intended to function.

18. Dependencies: The systems, identities, data, configurations, interfaces, procedures, or other
preconditions on which the represented mechanism depends.

19. Hypothesized failure conditions: States or behaviors that would be inconsistent with the represented
intended operation and can later inform evidence collection and verification.

These six dimensions form the Control Understanding Record for each candidate system element.

The record must also preserve the source and provenance of the representation used to describe each
dimension — for example, a design document, configuration specification, architecture record, provider
documentation, policy, procedure, system-owner statement, or another identified source, with version or
date where material.

WHP — Adoption Guide | Version 1.0 | Published August 2026 Page 25



ODA3 Institute | How to Assess an Al System ODA3-2026-08-WHP-COM-020

Recording a source here does not establish that the representation is accurate, current, complete,
implemented, or sufficient as evidence.

Part V therefore establishes a documented model of what the control is represented or intended to do. It
does not establish that the mechanism exists or is configured as represented, that it operated during the
relevant period, that available evidence is sufficient, or that any finding state applies.

36. Identify the Intended Outcome

The intended outcome is what the control is supposed to achieve, stated in observable terms.
For each candidate system element identified in Part IV, the Control Understanding Record must state:

e The criterion being satisfied: The specific requirement or control from the applicable baseline (e.qg.,
"Internal Policy SEC-POL-014 §4.2 requires retrieval-time authorization equivalent to direct document
access").

e The intended outcome in examinable terms: What behavior or state would be consistent with the
control's stated intent and could later be examined (e.g., "When a user authenticated as support-
agent requests retrieval of a document, the retrieval path enforces the same document-level access
controls that apply to direct document access for that user").

The intended outcome should be stated precisely enough that later evidence collection and verification
can examine it. A statement like "the system is secure" is not an intended outcome. A statement like
"the retrieval path enforces document-level access controls at retrieval time equivalent to direct
document access enforcement” is an intended outcome.

The intended outcome should remain traceable to the criterion's authoritative source and any identified
organizational interpretation.

Part V should distinguish published criterion text from practitioner interpretation rather than silently
rewriting the criterion.

37. Identify the Represented Mechanism

The represented mechanism describes how identified sources say the candidate system element is
intended to implement the criterion. It is a control-design representation, not an established fact about
implementation or operation.

For each candidate system element, the Control Understanding Record should identify:

e Represented technical or procedural mechanism: The component, configuration, process, procedure,
or combination that is represented as achieving the intended outcome.

e Represented implementation location: Where within the Part Ill system boundary the mechanism is
represented as residing or operating.

e Representation source and provenance: The design document, configuration specification,
architecture record, provider documentation, policy, procedure, system-owner statement, or other
source from which the description is derived, including version or date where material.

e Representation limitations or unresolved points: Any material ambiguity, conflict, incompleteness, or
unverified assumption in the description.

The represented mechanism is not the same as the intended outcome. The intended outcome describes

what is supposed to be achieved; the represented mechanism describes how identified sources say that

outcome is intended to be achieved.

A single intended outcome may be represented as relying on multiple mechanisms, and a single
mechanism may contribute to multiple intended outcomes. Part V records those relationships without
determining whether the mechanisms exist, are configured as represented, or operate effectively.

38. Ownership and Responsibility

Ownership and responsibility record the roles or parties represented as operating, maintaining,
governing, or being accountable for the mechanism. They do not establish examination authority,
evidentiary strength, or control effectiveness.
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For each candidate system element, the Control Understanding Record should identify, where applicable:

e Operational owner: The role or party represented as responsible for day-to-day operation.

¢ Maintenance owner: The role or party represented as responsible for maintenance or configuration.

e Accountable organizational function: The function represented as accountable for the control or its
governance.

e Relevant decision or escalation authority: Any practitioner-identified authority relevant to material
control decisions or unresolved issues.

e Implementation-responsibility state: Enterprise-controlled / Provider-controlled / Shared / Visibility-
limited, carried forward from Part Ill.

e Evidence-source state: Customer-observed / Provider-provided / Shared-interface / Provider-only-
inaccessible / Unknown, carried forward separately from Part Ill.

The locked distinction remains:

ownership/accountability # implementation responsibility # evidence-source state # examination
authority Do not infer evidentiary strength from ownership or implementation responsibility. Part V
records the responsibility context and the source of the representation; later Parts determine what
evidence is available and what it can support.

39. Intended Operating Boundary

The intended operating boundary records the conditions and scope within which the mechanism is
represented or intended to function. It is not a verified operating envelope.

For each candidate system element, the Control Understanding Record should identify:

e Represented intended scope: What the mechanism is represented as covering.

e Represented intended conditions: The conditions under which the mechanism is represented as
expected to operate.

e Known or represented limitations: Documented limitations, exclusions, assumptions, or conditions
outside the represented design.

¢ Relationship to the assessment question: Whether any represented limitation or condition is material
to the frozen assessment question.

The intended operating boundary is not the same as the assessment question's scope from Part Il. The
assessment question defines what is being examined; the intended operating boundary records what
identified sources say the mechanism is designed or intended to cover.

If the represented operating boundary is narrower than the assessment question, Part V records that
relationship and carries it forward. It does not determine at this stage whether the limitation is
acceptable, whether another mechanism is required, or whether a finding follows.

40. Hypothesized Failure Conditions

Failure conditions are hypotheses about states or behaviors that would be inconsistent with the
represented intended operation. Recording them helps later evidence collection and verification define
what to examine.

It does not establish that a failure occurred or determine a finding state.
For each candidate system element, the Control Understanding Record should identify, where relevant:

e Observable inconsistent states or behaviors: Outcomes that would conflict with the represented
intended operation.

e Hypothesized failure modes: Ways the represented mechanism could fail, be bypassed, become
stale, be misconfigured, or operate through an alternate path.

e Dependency failures: Failure or degradation of an identity, data, provider, interface, configuration,
procedural, or other dependency on which the mechanism relies.

e Silent or incomplete failure: Conditions in which the mechanism may fail without an expected log,
alert, refusal, or other visible signal.

e Represented detection or escalation path: How identified sources say such conditions are intended to
be detected, recorded, refused, escalated, or otherwise handled.
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These are examination hypotheses, not findings and not proof that the listed failure modes are possible
in the actual implementation. Part VI may use them to identify, collect or preserve evidence relevant to
the assessment question and to document that evidence's provenance. Evidence collection or
preservation in Part VI does not by itself establish sufficiency or that the represented mechanism
operated as intended. Part VIl verifies relevant propositions against the evidence. Part X governs finding
formation.

40.1 When the Control Understanding Changes During Examination

The represented control model may change as examination proceeds. A design document may be
superseded, a system owner may correct an earlier description, a configuration may reveal a different
intended mechanism, a dependency may become material, or conflicting representations may emerge.

When the Control Understanding Record changes materially:

e preserve the prior record rather than overwriting it; issue a revised version identifying what changed,
why, and the source of the change;

e identify which intended outcomes, represented mechanisms, responsibility assignments, operating-
boundary statements, dependencies, or failure hypotheses are affected;

e identify any evidence already collected against the earlier representation; determine whether the
assessment question, system boundary, or applicability record requires revision under §15, §21.1, or
§29.1;

and preserve unresolved conflicts between representations rather than silently selecting one.

A later Control Understanding Record does not retroactively redefine what earlier examination work
addressed. Any later conclusion must remain bounded to the control representation, system state,
scope, period, and evidence actually examined.

41. Worked Example — Understanding a Control (lllustrative)

Note: *lllustrative fictional system — system names, internal-policy identifiers, record identifiers, role
names, design descriptions, configurations, dependencies, and operating assumptions below are
invented solely to demonstrate the method. They are represented-design facts for this fictional example,
not observations about a real system and not ODA3 assessment evidence. GAISSF™ is a real ODA3
framework; any GAISSF control reference shown as a placeholder must be replaced with a verified
reference from the published framework before release.*

Assessment question (from Part Il): For Support Assistant A in the defined production configuration
and operating period, what evidence supports the claim that retrieval-time authorization prevents a user
from receiving content they would not be permitted to access directly?

Candidate system element (from Part 1V): Retrieval authorization element in the fictional retrieval
path.

Control Understanding Record — fictional represented design:
Intended outcome:

e Criterion: fictional internal policy [SEC-POL-014 §4.2] — represented for this example as requiring
retrieval-time authorization aligned with direct document-access authorization.

e Intended outcome in examinable terms: the fictional design represents the retrieval path as
denying retrieval where the requesting identity would not be authorized for direct access to the
requested document.

¢ Representation source: fictional internal policy and fictional architecture record [ARCH-RET-01],
versions [X] and [Y].

Represented mechanism:

¢ Represented technical mechanism: fictional architecture documentation describes a retrieval
authorization component that receives identity context and document authorization attributes and is
intended to make an authorization decision before content is returned to the downstream model.
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¢ Represented implementation location: fictional retrieval path identified in the Part lll boundary
record. - Representation limitations: whether the deployed configuration matches this representation
has not been established in Part V.

Ownership and responsibility:

e Operational owner: [fictional practitioner-supplied role].
¢ Maintenance owner: [fictional practitioner-supplied role].
¢ Accountable organizational function:

[fictional practitioner-supplied function].

¢ Relevant decision or escalation authority: [fictional practitioner-supplied authority].

¢ Implementation-responsibility state: [Enterprise-controlled / Provider-controlled / Shared /
Visibility-limited — carried from the fictional Part Ill record].

e Evidence-source state:

[Customer-observed / Provider-provided / Shared-interface / Provider-only-inaccessible / Unknown —
carried separately from the fictional Part Ill record].

Intended operating boundary: - Represented intended scope:
[fictional scope to be documented]. - Represented intended conditions:
[fictional authentication, metadata, interface, or configuration conditions to be documented].

¢ Behavior for documents without authorization metadata: [represented behavior to be
documented].

e Behavior for unauthenticated or alternate retrieval paths: [represented behavior to be
documented].

¢ Relationship to assessment question: any condition that could permit content retrieval outside
the represented authorization path is material to the question and should be carried forward for later
examination.

Dependencies:

¢ Identity context: [fictional dependency and represented source].

¢ Document authorization attributes: [fictional dependency and represented sourcel].

e Configuration or policy synchronization: [fictional dependency and represented source].

e Provider or shared interfaces: [fictional dependency, responsibility state, and evidence-source
state].

¢ Unresolved dependency assumptions:

[to be recorded].
Hypothesized failure conditions:

e authorization decision omitted, bypassed, or applied after content retrieval; stale or incorrect identity
or authorization context;

e stale, missing, or inconsistent document authorization attributes; alternate retrieval path that does
not invoke the represented authorization mechanism;

e dependency failure that changes authorization behavior; silent failure in which expected
authorization records, refusals, or alerts are absent;

¢ represented detection or escalation path: [fictional design representation to be documented].

Assessment question: For Support Assistant A in the defined production configuration and operating
period, what evidence supports the claim that retrieval-time authorization prevents a user from receiving
content they would not be permitted to access directly?

Evidence to preserve: Control Understanding Record version and date; authoritative criterion source;
sources and provenance of the represented design; intended outcome; represented mechanism and
location; ownership/responsibility context;

implementation-responsibility and evidence-source states; intended operating boundary; dependencies;
hypothesized failure conditions;

representation limitations and unresolved conflicts; prior Control Understanding Record versions;
references to the frozen question, boundary, and applicability record.
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Conclusion boundary: This Control Understanding Record documents the represented intended control
model for the fictional retrieval-authorization element. It does not establish that the mechanism exists or
is configured as represented, that it operated during the relevant period, that the identified sources are
sufficient evidence of actual operation, that any hypothesized failure occurred, or that a finding state
applies. Part VI builds and preserves the evidence basis and provenance; Part VIl performs verification
against relevant evidence; Part X governs finding formation. No later-stage conclusion is made in Part V.

42. Practitioner Field — Control Understanding Record Template (Blank)

Use one Control Understanding Record for each candidate system element identified in Part IV, unless
multiple elements genuinely share the same represented control model and that basis is documented.

Assessment Question Reference: \ System Boundary Reference: \ Applicability Record
Reference: \ Candidate System Element (from Part IV): \ Control Understanding Record
Version / Date: \ Prior Control Understanding Record Version / Reference:

Criterion and intended outcome: - Criterion source and identifier:

- Criterion text or authoritative intent reference:

¢ Intended outcome in examinable terms:
¢ Organizational interpretation, if any, and responsible source/function:

Represented mechanism:

¢ Represented technical or procedural mechanism:
¢ Represented implementation location (from Part 1ll boundary):
¢ Representation source(s) and provenance:

e Source version/date where material:

¢ Representation limitations, conflicts or unresolved points: Ownership and
responsibility:

¢ Operational owner:

¢ Maintenance owner:

e Accountable organizational function:

¢ Relevant decision or escalation authority:

e Implementation-responsibility state (from Part Ill): Enterprise-controlled / Provider-controlled / Shared
/ Visibility-limited:

e Evidence-source state (from Part lll): Customer-observed / Provider-provided / Shared-interface /
Provider-only-inaccessible / Unknown: Intended operating boundary:

¢ Represented intended scope:

Represented intended conditions:

Known or represented limitations:

Relationship of limitations/conditions to the assessment question: Dependencies:
Identity/authority dependencies:

Data/metadata dependencies:

Configuration/policy dependencies:

Provider/shared-interface dependencies:

Other material preconditions:

Unresolved dependency assumptions: Hypothesized failure conditions:
Observable inconsistent states or behaviors:

Bypass or alternate-path hypotheses:
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¢ Stale/misconfigured state hypotheses:

¢ Dependency-failure hypotheses:

¢ Silent/incomplete-failure hypotheses:

¢ Represented detection/refusal/escalation path: Control-understanding change
provenance:

e Material change discovered during examination:

¢ Source/reason for change:

¢ Dimensions affected:

o Effect on evidence already collected:

¢ Question/boundary/applicability revision required under §15 / §21.1 / §29.1:

¢ Unresolved conflicting representations: Resource-planning prompts (practitioner-supplied
per Mandate §4.4):

¢ Internal roles required for control understanding:

e External specialist support required:

¢ Estimated practitioner effort:

e Access dependencies for understanding the represented design (e.g., design documentation,
configuration specifications, interviews):

¢ Technical environment/access required:

e Scheduling constraints:

- Assumptions and uncertainties: These fields are practitioner-supplied planning
information. They are not ODA3 staffing, cost, duration or effort benchmarks.
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Part V Checkpoint

Can a third party who was not involved in the control-understanding work read the Control

Understanding Record and distinguish:

e what the criterion requires; what outcome is intended; how identified sources represent the
mechanism; where that representation came from and what remains uncertain;

e who is represented as responsible; the separate implementation-responsibility and evidence-source
states; the intended operating boundary and dependencies;

e the hypothesized failure conditions; and what has not yet been established about actual
implementation or operation?

If not, the control understanding is not yet sufficiently defined for later evidence work.
The checkpoint is an orientation aid, not a readiness gate, assessment state or certification prerequisite.
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PART VI — BUILD THE EVIDENCE BASIS

frozen, P6-01 through P6-14, and the publication-boundary test.
Continuous numbering: §43--§51 following Part V §34--§842 + §40.1.*

43. Why the Evidence Basis Comes After Control Understanding

Part Il defined the assessment question. Part Ill defined the system boundary. Part IV identified the
criteria potentially applicable and the candidate system elements. Part V documented the represented
intended control model for each candidate system element — intended outcome, represented
mechanism, ownership and responsibility, intended operating boundary, dependencies, and
hypothesized failure conditions.

Part VI now identifies, collects, preserves, and documents the evidence that could bear on that
represented model.

This order matters. Evidence collection without a defined represented control model is directionless — a
pile of logs, configurations, and documents with no principled basis for deciding which of them matter.

Conversely, a represented control model without an evidence basis is an untested assertion — a
description of what the mechanism is supposed to do, with no record of what actually happened.

Part VI develops the evidence basis: the documented body of evidence, its provenance, its
classification, its temporal scope, and its known gaps. It does not verify propositions against that
evidence, determine whether the evidence is sufficient to support a finding, or produce a finding state.
Those determinations belong to Part VIl (verification) and Part X (finding formation).

The clean methodological boundary for this Part is:

Part VI identifies, obtains or preserves evidence potentially relevant to the assessment question and
represented control model. For each evidence item, it records classification, producer and source
relationship, provenance, temporal scope, preservation history, relevance relationship, coverage, access
limitations, and known uncertainties. Part VI does not assign automatic evidentiary weight, determine
what propositions the evidence ultimately supports, establish evidence sufficiency, verify control
operation, determine materiality of an evidence limitation, or form a finding. Part VII evaluates what
propositions the evidence supports and the limitations of verification; Part X forms findings from the
verified results within the defined conclusion boundary.

44. What "Building the Evidence Basis" Means

For each candidate system element whose represented control model was documented in Part V, Part VI
develops the evidence basis across six dimensions:

20. Evidence identification: What evidence exists, or could reasonably be obtained, that bears on the
represented intended outcome, mechanism, operating boundary, dependencies, or hypothesized
failure conditions?

21. Evidence collection or preservation: How is the evidence obtained, captured, or preserved in a form
that can later be examined?

22. Provenance: Where did the evidence come from, who produced it, when, and through what chain?

23. Classification: Is the evidence design evidence, implementation evidence, or operating evidence?

24. Temporal scope and relationship: What period, version, configuration state, or reference state does
the evidence represent, and how does that relate to the assessment period defined in Part II?

25. Coverage, missing evidence, and access limitations: What evidence has been identified, what is
missing, what is inaccessible, and what remains unknown?

These six dimensions form the Evidence Basis Record for each candidate system element.

The record must carry forward relevant system/component context from Part Ill, while assigning an
evidence-source state to each evidence item independently (customer-observed / provider-provided /
shared-interface / provider-only-inaccessible / unknown). It must also preserve the relevant
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implementation-responsibility state (enterprise-controlled / provider-controlled / shared / visibility-
limited). The evidence producer, evidence-source relationship, implementation responsibility, and
observation or independence context are separate attributes. They inform provenance and later
verification strategy; they do not by themselves assign evidentiary weight, determine what proposition
the evidence supports, establish sufficiency, or determine finding state.

Central drafting rule for Part VI:

Part VI develops the evidence basis. It does not verify propositions against the evidence, determine
whether the evidence is sufficient for a finding, establish that the represented mechanism operated as
intended, or produce a finding state.

The following separations must be preserved throughout Part VI:

e evidence existence # evidence sufficiency — evidence may exist without being sufficient to support
a particular conclusion evidence collection # evidence verification — collecting

evidence is not the same as testing propositions against it evidence provenance # evidentiary strength
— provenance must be documented but does not by itself determine weight

¢ design evidence # implementation evidence = operating evidence

— these are different kinds of evidence with different evidentiary character coverage description =
sufficiency determination — describing what has been identified, is missing, or is inaccessible is not the
same as judging whether enough exists

¢ known gap # finding of Gap — a gap in available evidence is not the same as a finding state

45. Evidence Classification: Design, Implementation, Operating

Evidence about a control falls into three categories. Each category answers a different question and
carries different evidentiary character. Part VI must classify each item of evidence accordingly.

Design evidence documents what the mechanism was supposed to do.
Examples include:

e Design specifications, architecture records, and system cards

e Policies, procedures, and standards that describe intended behavior Provider documentation
describing represented functionality

e Threat models, data-flow diagrams, and authorization matrices

e Training materials describing intended operation Design evidence establishes represented intent. It
does not establish that the represented design was implemented, correctly configured, or operated
as intended during the assessment period.

Implementation evidence documents what was actually configured, deployed, or put in place. Examples
include:

e Configuration exports, infrastructure-as-code, and deployment records

e Access-control lists, role definitions, and permission matrices as configured

e Model versions, prompt versions, and retrieval-index snapshots as deployed

e Tool allowlists, agent-authority configurations, and human-oversight settings as configured

e Change records showing when configurations were modified Implementation evidence establishes
what was in place at a point in time. It does not establish that the implementation operated correctly
during the assessment period, that it was not bypassed, or that it produced the intended outcomes.

Operating evidence documents what actually happened during the assessment period. Examples
include:

e Logs of actual system behavior (retrieval decisions, authorization decisions, tool invocations, model
outputs)

e Monitoring records, alert records, and incident records

e Test results from controlled exercises conducted during the period

e Observed behavior from direct examination (e.g., paired tests, adversarial tests)

¢ Human-oversight records showing actual decisions made during the period Operating evidence may
bear on propositions about events or behavior during a defined period. It is bounded to the period,
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configuration, conditions, and observation path under which it was produced. Operating evidence
from one period does not automatically establish behavior in another period.

Evidence classification describes the kind of proposition an item may bear on; it does not assign an
automatic hierarchy of evidentiary strength. Design evidence may support propositions about
represented intent, implementation evidence may support propositions about configured or deployed
state, and operating evidence may support propositions about events or behavior during a defined
period. What any item actually supports depends on its provenance, temporal relationship, integrity,
relevance, coverage, limitations, and the proposition being verified in Part VII.

The classification rule:

Each item of evidence in the Evidence Basis Record must be classified as design, implementation, or
operating evidence. Where evidence spans multiple categories (for example, a configuration record that
also describes intended behavior), the primary classification must be stated along with any secondary
character.

A single control may require evidence from all three categories to be fully examined. Part VI classifies
and preserves the evidence; Part VIl verifies relevant propositions against it.

46. Evidence Sources and Provenance

Every item of evidence has a source and a provenance. Part VI must document both.

Evidence-source state is assigned to each evidence item. Relevant system/component context from Part
Il may inform the record, but it does not pre-classify an individual evidence item:

e Customer-observed: Evidence directly observed or collected by the organization in its own
environment (for example, logs from the organization's retrieval API gateway, configuration exports
from the organization's infrastructure).

¢ Provider-provided: Evidence supplied by a provider about the provider's own systems or services
(for example, provider documentation, provider-supplied audit reports, provider-supplied model
cards).

e Shared-interface: Evidence produced through a shared interface between the organization and a
provider (for example, shared logging, shared monitoring dashboards, shared audit trails).

e Provider-only-inaccessible: Evidence that exists within the provider's environment but is not
accessible to the organization (for example, provider-internal training data, provider-internal security
logs).

¢ Unknown: The source or availability of the evidence cannot be determined.

Provenance extends beyond the source state to document:

e Who produced the evidence (specific role, team, provider function, or system)

e When the evidence was produced (date, time, version, configuration reference)

e How the evidence was produced (automated log, manual export, interview, observation, test
execution)

¢ Chain of custody (how the evidence moved from producer to the assessment record, including any
transformations, exports, or copies)

e Any known limitations on the evidence's reliability (for example, logs that may be incomplete,
configurations that may not reflect the full state, interviews that represent a single perspective)

The provenance rule:

Every item of evidence in the Evidence Basis Record must have its source state and provenance
documented. Evidence without documented provenance is recorded as such and its evidentiary
character is noted as limited.

Provenance does not by itself determine evidentiary weight — that is a matter for Part VIl's verification
and Part X's finding formation. But missing, incomplete, or unresolved provenance must itself be
preserved as a limitation in the record. Whether that limitation is material to a proposition being verified
is determined later.

Source-relationship rule:

Evidence producer, evidence-source state, implementation responsibility, and observation or
independence context must be recorded separately where relevant. Provider-provided evidence is not
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automatically weaker, and customer-observed or independently observed evidence is not automatically
stronger. These attributes shape provenance and verification strategy; they do not assign evidentiary
weight by themselves.

47. Temporal Scope, Relationship, and Currency

Evidence has a time dimension. Part VI records when each item was produced, the state or period it
represents, and its relationship to the assessment period defined in Part Il. It does not determine in Part
VI what propositions that timing ultimately supports.

Temporal scope and relationship may include:

¢ Point-in-time evidence: Evidence representing a specific moment, such as a configuration
snapshot or deployment record. Record the timestamp and the state represented.

e Period evidence: Evidence generated across a stated span of time, such as logs or monitoring
records. Record the start and end of the covered period.

e Superseded evidence: Evidence replaced by a later version or state. Preserve the earlier item and
record the successor reference and relevant change history.

¢ Reference evidence: Evidence not generated as a record of a particular operating period, such as a
policy, specification, design record, or mathematical/technical description. Record its version,
issue/effective date where applicable, status, and any known supersession or withdrawal.

The temporal-scope rule:

Every item in the Evidence Basis Record must state its known temporal scope and its relationship to the
assessment period. Where the relationship is unclear, outside the assessment period, superseded, or
dependent on an unverified version/configuration relationship, record that limitation without deciding in
Part VI what proposition the item ultimately supports.

Evidence from outside the assessment period may remain relevant context.

Part VIl determines what propositions, if any, can be verified using it.

48. Coverage, Missing Evidence, and Inaccessible Evidence

The evidence basis will rarely be complete. Part VI must document what is available, what is missing,
and what is inaccessible — without converting any of these into a finding state.

Coverage describes, as an inventory matter, what evidence has been identified relative to the
represented intended control model from Part V. For each dimension of the represented model (intended
outcome, mechanism, operating boundary, dependencies, hypothesized failure conditions), the Evidence
Basis Record should note whether evidence has been identified, is partially represented in the current
basis, has not been identified, or remains inaccessible. These are descriptive coverage states, not
judgments about adequacy or sufficiency.

Known gaps are specific areas where evidence that would be relevant to the assessment question is not
available. Examples include:

e No operating logs exist for a particular component during the assessment period

e Configuration records are incomplete for a particular subsystem

e Provider documentation does not address a particular represented behavior No test was conducted
for a particular hypothesized failure condition Known gaps must be documented with:

e What evidence is missing

e Why it is missing (for example, not collected, not retained, not produced by the system, not
accessible)

e What assessment question or represented-model dimension it relates to

¢ Whether the gap can be closed by later evidence collection or is permanent Inaccessible evidence is
evidence that exists but cannot be obtained by the organization. Examples include:

e Provider-internal training data (provider-only-inaccessible)

e Evidence protected by legal privilege or regulatory restriction

e Evidence in a system to which the organization has no access

e Evidence that would require provider cooperation that has not been granted Inaccessible evidence
must be documented with:
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e What the evidence is (to the extent it can be described)

e Why itis inaccessible

e What evidence-source state applies (typically provider-only-inaccessible or unknown)

e What assessment question or represented-model dimension it relates to

e Whether alternative evidence exists that could partially address the same question The coverage
rule:

Part VI records what evidence has been identified, what is missing, and what is inaccessible. It does not
determine whether the available evidence is sufficient to support a proposition or finding, whether a
missing or inaccessible item is material to verification, or whether any finding state is appropriate. Those
determinations belong to Part VII (verification) and Part X (finding formation).

A known gap is a descriptive fact about the evidence basis. It is not a finding. A finding about what the
gap means — or whether the available evidence is sufficient despite the gap — belongs to later Parts.

48.1 When the Evidence Basis Changes During Examination

The evidence basis may change as examination proceeds. New evidence may surface; previously
inaccessible evidence may become available; evidence may be found to be corrupted, incomplete, or
unreliable; or a hypothesized failure condition from Part V may lead to the discovery of new evidence
categories.

When the Evidence Basis Record changes materially:

e preserve the prior record rather than overwriting it; issue a revised version identifying what changed,
why, and the source of the change;

¢ identify which represented-model dimensions, assessment questions, or hypothesized failure
conditions are affected;

e identify any verification work already performed against the earlier evidence basis; determine
whether the assessment question, system boundary, applicability record, or control-understanding
record requires revision under §15, §21.1, §29.1, or §40.1; and preserve any evidence that has been
superseded or found unreliable

rather than silently discarding it.

A later Evidence Basis Record does not retroactively alter what evidence was available to, selected for,
or used in earlier verification work.

Any later conclusion must remain bounded to the evidence basis, system state, scope, period, and
verification actually performed.

49. Evidence Preservation and Integrity

Evidence should be preserved in a manner appropriate to the artifact type, transformation risk, access
constraints, and later examination need. Part VI documents the preservation method actually used; it
does not prescribe one universal preservation control for every evidence item.

Possible preservation methods include:

e content hashes or other integrity references for suitable digital artifacts; point-in-time snapshots or
structured exports;

e retained source records with version and metadata; observation records with date, observer,
conditions, and method;

e provider-supplied records preserved as received; and other organization-approved methods
appropriate to the evidence type.

For each item, record where applicable:

¢ how and when it was preserved; the original format or source reference; transformations applied,
such as filtering, aggregation, normalization, redaction, or anonymization;

¢ whether the original remains available; chain-of-custody or transfer information where relevant; and
known preservation or integrity limitations.

The preservation rule:

WHP — Adoption Guide | Version 1.0 | Published August 2026 Page 37



ODA3 Institute | How to Assess an Al System ODA3-2026-08-WHP-COM-020

The Evidence Basis Record must document the preservation method and known transformations or
integrity limitations relevant to later examination. The appropriate method depends on the evidence
item and examination context. Part VI does not require a particular hashing algorithm, immutable-
storage technology, signature method, or custody procedure unless such a requirement comes from an
identified governing source or organizational methodology.

Preservation does not equal verification. A well-preserved item may still be irrelevant to a proposition,
temporally mismatched, incomplete, unreliable, or otherwise limited. Part VIl evaluates what
propositions the preserved evidence supports and the limitations of that verification.

50. Worked Example — Building the Evidence Basis (lllustrative)

Note: *lllustrative fictional system — system names, internal-policy identifiers, record identifiers, and
evidence descriptions below are invented solely to demonstrate the method. They are not ODA3
benchmarks or representations of any real system, provider, or assessment outcome.*

Assessment question (from Part Il): For Support Assistant A in the defined production configuration
and operating period, what evidence supports the claim that retrieval-time authorization prevents a user
from receiving content they would not be permitted to access directly?

Represented intended control model (from Part V): Retrieval authorization element in the fictional
retrieval path; intended outcome:

retrieval path denies retrieval where requesting identity would not be authorized for direct access;
represented mechanism: retrieval authorization component making authorization decision before
content returned to downstream model; dependencies include identity context, document authorization
attributes, configuration synchronization;

hypothesized failure conditions include authorization decision omitted, stale identity context, alternate
retrieval path.

Evidence Basis Record — fictional represented evidence:
Evidence identification:

e Design evidence:
e  Fictional architecture record [ARCH-RET-01] describing retrieval authorization component (source:
fictional architecture team; evidence-source state: customer-observed;

implementation responsibility: enterprise-controlled)

e Fictional internal policy [SEC-POL-014 §4.2] stating retrieval-time authorization requirement (source:
fictional policy office; evidence-source state: customer-observed;

implementation responsibility: enterprise-controlled)

e Fictional provider documentation for retrieval APl gateway describing represented authorization
functionality (source: fictional provider; evidence-source state: provider-provided;

implementation responsibility: provider-controlled)

e Implementation evidence:
e Fictional configuration export of retrieval APl gateway ACL enforcement settings, snapshot taken
[date] (source: fictional platform engineering team; evidence-source state:

customer-observed; implementation responsibility: enterprise-controlled)

e Fictional identity provider role-assertion configuration for support-agent role, snapshot taken [date]
(source: fictional identity team; evidence-source state: customer-observed,;

implementation responsibility: shared — IdP provider-controlled, role definition enterprise-controlled)

e Fictional document authorization metadata schema definition, version [X] (source: fictional document
management team; evidence-source state: customer-observed; implementation responsibility:
enterprise-controlled)

e Operating evidence:

e Fictional retrieval authorization decision logs covering assessment period [period] (source: fictional
retrieval service; evidence-source state: customer-observed;

implementation responsibility: enterprise-controlled)
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e Fictional paired-test results from a practitioner-defined set of document/user combinations selected
under a documented basis, conducted [date] (source: fictional examination team;

evidence-source state: customer-observed; implementation responsibility: enterprise-controlled)

e Fictional monitoring records for retrieval authorization component covering assessment period
(source: fictional monitoring service; evidence-source state: customer-observed;

implementation responsibility: enterprise-controlled)
Evidence provenance:

e Architecture record: produced by fictional architecture team, version [X], date [Y], preserved as PDF
with [recorded preservation/integrity reference, if used]

e Configuration export: produced by fictional platform engineering team via automated export tool,
snapshot [date/time], preserved as JSON with [recorded preservation/integrity reference, if used]

e Retrieval authorization logs: produced by fictional retrieval service automatically, covering [period],
preserved as structured export with [recorded preservation/integrity reference, if used], retention
reference [policy/reference]

e Paired-test results: produced by fictional examination team during controlled test exercise [date],
preserved as test report with [recorded preservation/integrity reference, if used], test methodology
documented in [test-plan reference]

Temporal scope:

e Architecture record: reference evidence, version [X], issue/recording date [Y], supersession status
[status]

e Configuration export: point-in-time, snapshot [date/time] — valid for that moment; does not establish
configuration at other times

e Retrieval authorization logs: period evidence, covering [period]

— valid for that period only

e Paired-test results: point-in-time, conducted [date] — valid for that moment; does not establish
behavior at other times

e Monitoring records: period evidence, covering [period] Completeness and known gaps:

e Available: design evidence for represented mechanism; implementation evidence for gateway
configuration, identity configuration, metadata schema; operating evidence for authorization
decisions and paired tests

¢ Known gap: no operating evidence for alternate retrieval paths (for example, direct document access
via administrative interface) during the assessment period — gap documented; relates to
hypothesized failure condition "alternate retrieval path that does not invoke the represented
authorization mechanism"

e Known gap: no operating evidence for behavior when document authorization metadata is missing
during the assessment period — gap documented; relates to hypothesized failure condition "stale,
missing, or inconsistent document authorization attributes"

¢ |naccessible evidence: provider-internal logs for retrieval APl gateway (evidence-source state:
provider-only-inaccessible) — relates to represented mechanism's internal operation; organization
relies on provider-provided documentation and customer-observed authorization decision logs
Evidence preservation — fictional example choices:

e Architecture record: preservation method [organization-selected method], with version/date and any
integrity reference recorded

e Configuration snapshot: preserved as [structured export/snapshot method] with collection time and
transformations recorded

e Retrieval authorization logs: preserved as [organization-selected log export or retention method] for
the stated period, with filtering or aggregation documented

e Paired-test results: preserved as [test record/report format] with test conditions, selection basis,
date, and producer recorded

e Provider-provided documentation: preserved as received with source, version/date, and any provider-
supplied authenticity or provenance information recorded These are illustrative preservation choices
for the fictional example, not an ODA3-required evidence package.

Assessment question: For Support Assistant A in the defined production configuration and operating
period, what evidence supports the claim that retrieval-time authorization prevents a user from receiving
content they would not be permitted to access directly?
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Evidence to preserve: Evidence Basis Record version and date; evidence identification by category
(design, implementation, operating);

evidence source state and implementation-responsibility state for each item; provenance (producer,
date, method, chain of custody, known limitations); temporal scope (point-in-time, period, superseded,
reference evidence); coverage description; known gaps with reason and related assessment-question
dimension; inaccessible evidence with reason and related dimension; preservation method for each item;
prior Evidence Basis Record versions; references to the frozen question, boundary, applicability record,
and control-understanding record.

Conclusion boundary: This Evidence Basis Record documents the evidence identified, collected,
preserved, and classified for the fictional retrieval-authorization element. It records provenance,
temporal scope, coverage, missing evidence, and inaccessible evidence.

It does not verify propositions against the evidence, determine whether the evidence is sufficient to
support a finding, establish that the represented mechanism operated as intended, or produce a finding
state.

Part VII evaluates what propositions this evidence supports and the limitations of verification; Part X
forms findings from those verified results within the defined conclusion boundary.

51. Practitioner Field — Evidence Basis Record Template (Blank)

Use one Evidence Basis Record for each candidate system element whose represented control model
was documented in Part V, or per assessment question where multiple elements share the same
evidence basis and that basis is documented.

Assessment Question Reference: System Boundary Reference: Applicability Record
Reference:

Control Understanding Record Reference: Candidate System Element (from Part IV/V):
Evidence Basis Record Version / Date: Prior Evidence Basis Record Version / Reference:

Evidence identification — design evidence: - Item description:

e Source (producer):
e Evidence-source state:

Customer-observed / Provider-provided / Shared-interface / Provider-only-inaccessible / Unknown:

¢ Implementation-responsibility state: Enterprise-controlled / Provider-controlled / Shared /
Visibility-limited:

e Related represented-model dimension (intended outcome / mechanism / operating boundary /
dependency / hypothesized failure condition):

Evidence identification — implementation evidence:

e Item description:

e Source (producer):

e Evidence-source state:

¢ Implementation-responsibility state:

¢ Related represented-model dimension: Evidence identification — operating evidence:
e Item description:

e Source (producer):
e Evidence-source state:

¢ Implementation-responsibility state:

¢ Related represented-model dimension: Evidence provenance (for each item):
e Producer (role, team, provider function, system):

e Date/time produced:
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¢ Method of production (automated log, manual export, interview, observation, test execution):

e Chain of custody:

¢ Known limitations on reliability: Temporal scope and relationship (for each item):

e Point-in-time (with timestamp) / Period (with start and end) / Superseded (with successor reference) /
Reference evidence (with version/date/status):

¢ Relationship to assessment period: Coverage description:

e Evidence identified for each represented-model dimension:

¢ Evidence partially represented in current basis:

¢ Evidence not identified or inaccessible: Known gaps:

e What evidence is missing:

e Why it is missing:

¢ Related assessment-question or represented-model dimension:

e Whether gap can be closed by later evidence collection: Inaccessible evidence:
¢ What the evidence is (to the extent describable):

¢ Why it is inaccessible:

e Evidence-source state:

¢ Related assessment-question or represented-model dimension:
e Whether alternative evidence exists: Evidence preservation (for each item):
¢ Preservation method used:

e When preserved:
¢ Transformations applied:

¢ Integrity, custody, or preservation limitations relevant to later examination:
Evidence-basis change provenance:

e Material change discovered during examination:

e Source/reason for change:

- Dimensions or assessment questions affected:
- Effect on verification work already performed:

e Question/boundary/applicability/control-understanding revision required under §15 /§21.1/829.1/
§40.1:

e Superseded or unreliable evidence preserved (reference): Resource-planning prompts
(practitioner-supplied per Mandate §4.4):

¢ Internal roles required for evidence identification and collection:

e External specialist support required (for example, provider liaison, legal for inaccessible evidence):

¢ Estimated practitioner effort:
e Evidence-access dependencies (for example, log-store access, provider cooperation, legal review):

¢ Technical environment/access required:
¢ Scheduling constraints:

¢ Assumptions and uncertainties about evidence availability: These fields are
practitioner-supplied planning information. They are not ODA3 staffing, cost, duration or effort
benchmarks.
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Part VI Checkpoint

Can a third party who was not involved in the evidence-basis work read the Evidence Basis Record and
know exactly:

e what evidence was identified, collected, or preserved; what kind of evidence each item is (design,
implementation, operating);

e where each item came from and how it was preserved; what temporal scope or reference state each
item represents;

¢ what has been identified, what is missing, and what is inaccessible; what known gaps exist and what
they relate to;

e what has not yet been verified against the evidence;

— without the record having determined whether the evidence is sufficient, whether the represented
mechanism operated as intended, or what finding state applies?

If not, the evidence basis is not yet sufficiently developed for later verification work.
The checkpoint is an orientation aid, not a readiness gate, assessment state or certification prerequisite.

WHP — Adoption Guide | Version 1.0 | Published August 2026 Page 42



ODA3 Institute | How to Assess an Al System ODA3-2026-08-WHP-COM-020

PART VII — VERIFY CONTROL OPERATION

frozen, and the publication-boundary test before submission. Continuous numbering: §52--§60 following
Part VI §43--§851 + §48.1.*

52. Why Verification Comes After the Evidence Basis

Part Il defined the assessment question. Part Ill established the system boundary. Part IV identified
potentially applicable criteria and candidate system elements. Part V documented the represented
intended control model. Part VI built and preserved a versioned Evidence Basis Record without deciding
what propositions that evidence ultimately supports.

Part VIl now performs verification: it evaluates defined propositions against the evidence actually
available in a stated Evidence Basis Record and documents what the verification supports, what
contradicts it, what alternative explanations remain, and what limitations bound the result.

Verification must not silently change its own evidentiary foundation. If verification exposes the need for
an additional log extract, configuration snapshot, provider record, observation, test, or other evidence
item, that item must first enter a revised Evidence Basis Record under §48.1. The verification record then
identifies the revised evidence-basis version used. This preserves the difference between building the
evidence basis and evaluating propositions against it.

The clean methodological boundary for this Part is:

Part VIl evaluates defined propositions against a versioned Evidence Basis Record and documents the
verification procedure, evidence used, observations or analytical results, alternative explanations
considered, proposition-level support, and verification limitations.

It does not convert those results into a final finding state, severity, conformity determination,
certification decision, or generalized claim beyond the verified scope, period, system state, evidence
basis, and procedure. Where additional evidence is required, that evidence must enter through a revised
Evidence Basis Record before being used. Part X forms findings from the verified results within the
defined conclusion boundary.

Verification is therefore not a second evidence-collection stage and not an early finding engine. It is the
disciplined bridge between preserved evidence and later finding formation.

Part VII evaluates defined propositions against a versioned Evidence Basis Record. It records
the procedure performed, evidence actually used, observations or analytical results,
contradictions, corroborating relationships, plausible alternative explanations, proposition-
level support and verification limitations. Evidence classification, producer, source
relationship or observation method does not by itself establish the proposition. Additional
evidence must first enter through a revised Evidence Basis Record. Part VIl does not convert
proposition-level results into a finding state, severity, conformity determination, certification
decision or generalized assurance claim. Part X forms bounded findings from the verified
results and recorded limitations.

53. What "Verification" Means in This Guide

A verification activity begins with a proposition: a bounded statement that can be evaluated against
identified evidence under stated conditions.

A useful verification proposition should identify, as applicable:

26. Subject: the mechanism, configuration, event, behavior, dependency, or relationship being
examined.

27. Claimed state or behavior: what is represented to be true.

28. Scope: the system element, path, user/authority context, environment, or other boundary condition
to which the proposition applies.

29. Period or state: the relevant assessment period, point in time, version, or configuration state.

30. Evidence-basis reference: the versioned Evidence Basis Record and specific evidence items used.
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31. Verification procedure: how the proposition will be evaluated using those items.
32. Limitations: known conditions that constrain interpretation of the result.

For example, a proposition may ask whether a configuration snapshot supports the represented
presence of an authorization mechanism at a stated point in time, or whether operating records support
that an authorization decision occurred before content retrieval for specified observed transactions
during a defined period.

The proposition must not be broader than the evidence and procedure can examine.

53.1 Verification result language

Part VIl records proposition-level verification results, not Part X finding states. Avoid using bare
labels such as Supported, Partial, Gap, or Unknown as Part VII result categories because those terms could
be confused with finding formation.

Prefer bounded language such as:

Verification result: The specified evidence supports proposition P-01 for the stated scope, period,
configuration, and observed paths, subject to the recorded limitations.

or: Verification result: The specified evidence does not resolve proposition P-02 because the available
observation path does not cover the alternate execution path identified in the Control Understanding
Record.

or: Verification result: Evidence items E-04 and E-07 conflict on the configured state. The proposition
remains unresolved at this verification stage pending treatment of the contradiction under the applicable
later methodology.

The result should distinguish at least four things:

e what was evaluated; what evidence was actually used; what the verification procedure observed or
established about the proposition;
¢ what remains outside the result.

Proposition-level support # final finding state. Part X forms findings from the verified results and
their limitations within the defined conclusion boundary.

53.2 Verification procedure is not a universal test protocol

COM-020 does not prescribe a proprietary ODA3 test suite, universal sample size, attack library,
confidence threshold, or pass/fail rule.

The verification procedure should be appropriate to the proposition, system, evidence type, consequence
context, and governing criterion.

Where a governing requirement, organizational methodology, sector standard, or approved test method
specifies a procedure or threshold, record that source and use it within its stated scope. Do not convert
an organization-specific or source-specific threshold into a universal COM-020 rule.

54. Verify Propositions About Represented Design

Design evidence may bear on propositions about represented intent, reference architecture, or
applicable criterion interpretation. Verification determines what the specified design/reference evidence
supports about the represented intended control model documented in Part V — intended outcome,
represented mechanism, ownership/responsibility, intended operating boundary, dependencies, and
hypothesized failure conditions. Evidence classification does not by itself establish that the represented
design is correct, complete, or authoritative.

Design verification may examine questions such as:

e What does the specified design/reference evidence support about the relationship between the
represented design recorded in Part V and the identified criterion?

e Are the represented mechanism and dependencies described consistently across authoritative
design sources?
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e Does the architecture representation place the mechanism on the path relevant to the assessment
question?

e Do provider and enterprise design representations describe the same responsibility boundary, or do
they conflict?

e Does the represented design account for the authority context, alternate path, degraded state, or
dependency identified in the frozen boundary and Control Understanding Record?

A design verification result is bounded to represented intent. Even a consistent set of design records
does not establish deployed configuration or operating behavior.

54.1 Source conflicts in represented design

Where design sources conflict, preserve the conflict rather than selecting the preferred representation
without basis. Record:

e the conflicting evidence-item references; the versions/dates involved; which represented dimension
is affected;

e whether one source supersedes another and the basis for that conclusion; whether the conflict
affects later implementation or operating verification.

If resolving the conflict requires new evidence, update the Evidence Basis Record under §48.1 before
using that evidence.

55. Verify Propositions About Implemented State

Implementation evidence may bear on propositions about configured or deployed state. Verification
determines what the specified implementation evidence supports about that state, for the stated
version, environment, time and evidence basis, and its relationship to the represented design. Evidence
classification does not by itself establish that the recorded configuration was complete, representative,
or actually deployed during the assessment period.

Relevant propositions may concern:

e whether the identified mechanism is present in the examined configuration; whether the
configuration corresponds to the version, environment, and system element within scope;

¢ whether identity, authority, tool, retrieval, policy, monitoring, or other relevant settings match the
represented configuration state;

e whether required dependencies are connected or configured as represented; whether an alternate or
bypass path exists in the examined configuration;

e whether a configuration change occurred during the assessment period and which state the evidence
represents.

Implementation verification must preserve temporal boundaries. A snapshot at one time supports only
propositions that the snapshot and its provenance can bear on. It does not automatically establish the
configuration for the entire assessment period.

Likewise, the presence of a configured mechanism does not establish that it executed on every relevant
path, operated correctly, resisted bypass, or produced the intended outcome. Those are operating
propositions.

55.1 Relationship between represented design and implemented state

A verification record should state the relationship actually examined rather than collapsing design and
implementation into one conclusion.

Examples include:

e configuration evidence corresponds to the represented mechanism for the stated version and
environment; configuration evidence differs from the represented design in

identified respects;

e available evidence does not establish whether the deployed state corresponds to the represented

design; multiple deployed states existed during the assessment period and require separate
proposition treatment.
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None of these statements is itself a Part X finding.

56. Verify Propositions About Operation

Operating evidence may bear on propositions about events or behavior during a defined period or
condition. Verification determines what the specified operating evidence supports within that
observation boundary; it does not treat the evidence classification itself as proof that the recorded
behavior is complete or representative. Operating propositions should be narrow enough to preserve the
difference between observed operation and generalized effectiveness.

Operating propositions should be narrow enough to preserve the difference between observed
operation and generalized effectiveness.

Examples include whether, for specified observed transactions or controlled tests:

e an authorization decision occurred before a consequential action; an unauthorized request was
refused or constrained;

e a tool invocation corresponded to the authority represented at execution time; a monitoring or
escalation event was generated when the represented trigger condition occurred;

e an expected record was produced for an observed action; an alternate path bypassed the
represented mechanism; a dependency failure changed the observed behavior;

e a stale identity, policy, configuration, or authority state affected the execution path.

The verification record must state the observation path and conditions.

Evidence from one path, user class, configuration, model version, provider state, or test condition does
not automatically establish behavior for another.

56.1 Observation and testing

Where direct observation or testing is part of the Evidence Basis Record, verification should document:

e the proposition being evaluated; test or observation reference and version; environment and
relevant system state;

¢ identities, authority context, inputs, or preconditions relevant to interpretation; selection basis for
cases or paths examined;

e expected represented behavior, where applicable; observed result, including refusals, failures,
unsuccessful attempts, and unexpected behavior;

e known interference, instrumentation, or observation limitations; repeatability information where
relevant; relationship to the assessment period and production state.

COM-020 does not prescribe a universal number of tests or observations.
Selection should be reasoned and documented in relation to the proposition and consequence boundary.

57. Corroboration, Contradiction, and Alternative Explanations

Distinct items, producers, or observation paths must have their relationships explicitly recorded.
Corroboration must not imply independent assurance.

Verification should not stop when one evidence item appears consistent with the proposition. It should
consider whether other evidence corroborates, narrows, contradicts, or provides an alternative
explanation for the observed result.

Corroboration means that distinct evidence items or observation paths bear consistently on the same
proposition. Corroboration does not require that every item have the same producer or source
relationship, and it does not create an automatic hierarchy in which one source class always outranks
another.

For each proposition requiring corroboration under the examination plan, consider:

e whether design, implementation, and operating evidence tell a consistent story; whether the same
result is visible through more than one relevant observation path;

e whether provider-provided and customer-observed evidence align or conflict; whether temporal
differences explain apparent inconsistencies;
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e whether the observed result could be caused by a different mechanism than the one represented;
whether a bypass, stale state, fallback, cache, alternate route, hidden dependency, or human
intervention could explain the result;

e whether instrumentation itself could have changed or obscured behavior.

57.1 Testing alternative explanations

Part V identified hypothesized failure conditions. Part VII uses those hypotheses as prompts for
verification, not as presumptions that failure occurred.

For a proposition that appears supported, ask:

What plausible alternative explanation could produce the same observed result without the represented
mechanism having operated as claimed?

For a proposition that appears contradicted, ask:

Could the apparent contradiction arise from temporal mismatch, configuration drift, incomplete
observation, different authority context, alternate path, evidence transformation, or another bounded
explanation?

Where an alternative explanation can be evaluated using the current Evidence Basis Record, document
the procedure and result. Where it requires new evidence, route that evidence through §48.1 before
using it.

The objective is not to eliminate every imaginable alternative explanation. It is to identify and test
plausible alternatives that bear on the proposition within the defined assessment question and
consequence boundary.

58. Refusals, Negative Evidence, and Verification Limitations

Part VIl records how these conditions affect verification of the specific proposition. Part IX determines
how negative and inconclusive verification results are preserved and treated across the broader
assessment record.

Part VIl may encounter evidence that is absent, contradictory, inaccessible, refused, or negative. This
section records how those conditions affect a specific verification proposition. It does not replace
Part IX, which owns the broader methodology for negative and inconclusive results.

Keep the following states distinct:

e Observed negative evidence: an observed event or state inconsistent with the proposition or
represented behavior.

e Checked-and-not-observed: a defined observation or search was performed and the expected
event/state was not observed within the stated conditions.

e Evidence not identified: the Evidence Basis Record contains no identified item for the relevant
proposition or path.

e Evidence inaccessible: an identified item exists or is represented to exist but cannot be accessed.

e Evidence refused: a relevant party declines to provide an identified or requested item; record the
refusal, scope, authority/context, and any stated reason.

¢ Unknown: the relevant state cannot be determined from the available basis and procedure.

e Contradictory evidence: two or more evidence items bear inconsistently on the same proposition and
the contradiction is not resolved within the verification performed.

These conditions are not interchangeable. In particular, absence of evidence # evidence of absence,
and Unknown # Checked-and-not-observed.

A refusal does not automatically prove that the underlying control failed. Inaccessible provider evidence
does not automatically establish a Gap. Conversely, provider representations do not automatically
resolve a proposition merely because direct evidence is inaccessible. Record the verification limitation
precisely and carry the result forward.

#Checked-and-not-observed requires a defined observation or search method, scope, conditions, and
result; the absence of an item from the Evidence Basis Record alone does not establish checked-and-not-
observed.
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58.1 When Verification Changes During Examination

Verification may change when the evidence basis changes, a procedure is corrected, a contradiction is
resolved, a new system state is discovered, or an earlier result is found to have relied on an invalid
assumption.

When a Verification Record changes materially:

e preserve the prior Verification Record rather than overwriting it; issue a revised version identifying
what changed, why, and the source or trigger for the change;

e identify the proposition(s) affected; identify the Evidence Basis Record version and evidence items
used before and after the change;

¢ identify any changed procedure, environment, system state, assumption, observation path, or
analytical method;

e state whether the earlier verification result remains usable within its original boundary, is superseded
for later work, or requires separate treatment;

e determine whether the assessment question, system boundary, applicability record, Control
Understanding Record, or Evidence Basis Record requires revision under §15, §21.1, §29.1, §40.1, or
§48.1; and preserve contradictions, unsuccessful attempts, negative

observations, and superseded results rather than silently deleting them.

A later Verification Record does not retroactively change the evidence basis, procedure, system state, or
observation conditions against which earlier verification was performed. Later finding formation must
identify which verification version it relies on.

59. Worked Example — Verifying Control Operation (lllustrative)

Note: *lllustrative fictional system — system names, record identifiers, configurations, evidence items,
procedures, and results below are invented solely to demonstrate the method. They are not ODA3
benchmarks, prescribed test protocols, representations of any real system/provider, or ODA3 assessment
outcomes.*

Assessment question: For Support Assistant A in the defined production configuration and operating
period, what evidence supports the claim that retrieval-time authorization prevents a user from receiving
content they would not be permitted to access directly?

Evidence Basis Record used: [fictional Evidence Basis Record version/date]. No evidence outside that
version is used unless first incorporated through a revised Evidence Basis Record under §48.1.

Proposition P-01 — represented design

Proposition: The represented design places a retrieval-authorization decision on the retrieval path
before content is returned downstream.

Evidence used: fictional architecture record [ARCH-RET-01]; fictional internal policy [SEC-POL-014 §4.2];
fictional provider documentation [referencel.

Procedure: compare the path and authorization sequence represented in the cited design/reference
evidence; identify version/date conflicts and responsibility-boundary differences.

Verification result: The cited fictional design records consistently represent an authorization decision
before downstream content return for the documented retrieval path. This result supports only the
represented-design proposition. It does not establish deployed configuration or actual operation.

Limitations / alternative explanations: [fictional unresolved design conflict or none identified within
the stated records];

alternate retrieval paths are treated separately.

Proposition P-02 — implemented state

Proposition: The examined configuration snapshot contains the represented authorization-enforcement
setting for the stated environment and configuration state.
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Evidence used: fictional configuration export [reference]; fictional identity role-assertion configuration
[reference]; fictional metadata schema [reference].

Procedure: inspect the preserved configuration items and map them to the represented mechanism
and relevant dependency references.

Verification result: The fictional snapshot contains configuration elements corresponding to the
represented authorization mechanism for the stated point in time. This does not establish that the same
configuration persisted for the full assessment period or that it executed on every relevant path.

Limitations / alternative explanations: configuration state outside the snapshot time remains
bounded by available change/history evidence;

provider-internal configuration is not directly observed.

Proposition P-03 — observed operation on tested paths

Proposition: For the practitioner-defined document/user combinations included in the fictional
controlled exercise, the observed retrieval path refused content where the requesting identity was
represented as lacking direct-access authorization.

Evidence used: fictional paired-test record [reference]; fictional authorization-decision logs [reference];
fictional monitoring records [reference].

Procedure: compare each documented test identity/document condition with the corresponding
retrieval result and available authorization-decision record; preserve unsuccessful attempts and
anomalous results