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Cybersecurity alignment for Al systems

CRO-023 maps GAISSF v1.0 controls to the NIST Cybersecurity Framework 2.0 Core. It helps cybersecurity and
Al-governance teams integrate Al-specific security controls into organization-wide cybersecurity risk programs
without presenting the frameworks as equivalent.

What the crosswalk contains

e 59 GAISSF controls assessed.

e 106 NIST CSF 2.0 Core subcategories assessed.

e 182 documented forward mapping relationships.

e A complete NIST-to-GAISSF reverse coverage register.

e Relationship, confidence, rationale, residual-gap, evidence, and source fields.

Key finding

GAISSF provides concentrated Al-security depth across adversarial robustness, runtime security, agentic
systems, Al supply chains, output integrity, governance, privacy, societal harm, and physical Al. NIST CSF 2.0
remains broader: it applies to the organization’s entire cybersecurity risk environment, including non-Al assets
and enterprise processes.

Appropriate uses

e Create an Al-focused overlay for a CSF Current or Target Profile.

¢ Reuse verified GAISSF evidence for selected CSF outcomes.

¢ Identify cybersecurity capabilities needed beyond GAISSF.

e Support internal assurance, control rationalization, and implementation planning.

Notably absent

The publication does not claim NIST endorsement, certification, formal equivalence, automatic regulatory
compliance, or complete organization-wide CSF implementation.

Source baseline

GAISSF-NOR-001 v1.0; GAISSF-NOR-004 v1.0; NIST CSWP 29, The NIST Cybersecurity Framework (CSF) 2.0,
published 26 February 2024. Source baseline verified 29 June 2026.
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